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05-20-2024 ~ Governments and private entities have steadily eroded privacy on
the internet.  The trend toward internet  functions centralizing within national
borders and fragmenting internationally reinforces the need to safeguard both
openness and security in cyberspace.

Following the reapproval of the Foreign Intelligence Surveillance Act (FISA) on
April 20, 2024, Senate Majority Leader Chuck Schumer proudly declared that
“bipartisanship has prevailed here in the Senate.” Despite the increasing rarity of
bipartisanship in recent years, support for government surveillance continues to
unite  large  majorities  across  party  lines.  Established  in  1978,  FISA  allows
government surveillance and data collection of individuals suspected of espionage
or terrorism within the U.S., marking one of the many mechanisms aiming to
ensure total federal oversight of communications.

Governments ranging from democracies to dictatorships, socialist to capitalist
have all developed policies and bureaucracies for maximum data collection and
mass surveillance as their populations become digitized. The centralized nature of
modern communications grids facilitates many forms of surveillance. As internet
services  centralize  domestically  and  the  internet  fragments  internationally,
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countering government and private sector abuse of surveillance or developing
alternative systems will require steady public pressure and some ingenuity to
attain real enforcement.

One of the takeaways that a review of the history of modern surveillance, from the
early days of the telephone to so-called privacy apps like Signal, tells us is that
efforts to escape, undermine, and subvert the surveillance efforts of governments
tend to be counterproductive. They are often originated by states themselves as
part of a dialectic process that enables more comprehensive surveillance in a
series of stages or just produces greater surveillance infrastructure in response to
the attempt to develop alternative communications systems.

In the pre-internet era, authorities would tap into telegraph and later telephone
lines  to  intercept  communications,  often  requiring  access  to  the  physical
infrastructure of the networks. Mail sent by post could meanwhile be intercepted
and  opened.  As  communication  systems  evolved,  so  too  did  government
techniques to surveil them. The switch from copper wire phone systems to fiber
optic cables and the spread of the internet initially threatened the NSA’s ability to
monitor communications, for example, until the Communications Assistance for
Law  Enforcement  Act  (CALEA)  in  1994.  Communications  companies  were
required to build back doors for the NSA to monitor remotely, while the NSA also
clandestinely worked on developing technologies to monitor communications.

U.S. domestic surveillance powers have been routinely updated during the 21st
Century,  including  the  enactment  of  the  2001  PATRIOT  Act,  the  2015
Cybersecurity  Information  Sharing  Act  (CISA),  and  the  2018  FISA
reauthorization. The 2013 Snowden Leaks revealed the NSA asked for funding to
“insert vulnerabilities into commercial encryption systems”, and it is constantly
pushing for backdoors into encryption software to access communications and
devices.  Major  mobile  carriers  acknowledge  the  inclusion  of  preinstalled
surveillance and data mining technology in devices supported by Google, Apple,
and Microsoft,  while the NSA’s PRISM program extracts data from all  major
technology companies with or without their consent.

U.S. companies primarily cooperate with the U.S. government under the banner
of  “surveillance  capitalism,”  allowing  them  to  capitalize  on  their  data  and
surveillance capabilities both for government and private endeavors. Similar to
other countries, most of the U.S. internet traffic now flows through a handful of
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large entities rather than numerous smaller ones. Furthermore, U.S. user data is
also more available to the private sector compared to that of EU citizens, with
companies like Facebook and Google even compiling dossiers on non-users to
enhance targeted advertising.

In addition to ad monetization,  lax privacy laws also play a role in security.
Established in  1976,  the third-party  doctrine allows U.S.  law enforcement to
access user data without a warrant. The Ring video system, acquired by Amazon
in 2018, created hundreds of partnerships with U.S. police departments to help
them gain access to user recordings, while numerous other companies actively
provide law enforcement agencies with access to user data.

The issue extends beyond monetization and law enforcement. Political actors have
recognized  the  potential  of  data  to  shape  politics.  In  2018,  Facebook  faced
scrutiny when it was revealed that private company Cambridge Analytica was
permitted to access user data and target them with political ads to influence their
voting  behavior.  Moreover,  anti-abortion  groups  have  caused  controversy  by
using location data to send ads to those who visited Planned Parenthood centers.

Of similar concern is the abuse of data by employees. In 2017, reports surfaced of
employees of Ring doorbell  company spying on female users, while Amazon’s
Alexa retained recordings of children long after parents requested their deletion.
Hackers have also accessed user data and feeds of Ring customer cameras across
the U.S.

Alongside  extensive  domestic  surveillance  and  data  collection  methods,  the
expansion of the internet in the 1990s led to a surge in global U.S. surveillance
and  data  collection  capabilities.  Despite  the  promotion  of  a  “global  multi-
stakeholder model  of  internet  governance”,  U.S.-based Organizations like the
Internet  Corporation  for  Assigned  Names  and  Numbers  (ICANN),  Internet
Engineering Task Force (IETF), and Worldwide Web Consortium (W3C), allowed
Washington considerable control over the governance, standards-setting, and the
activities of major internet actors. While these advantages for Washington may
have declined since the 1990s, the rise of Big Tech and other factors guarantee
the U.S. ongoing influence over much of the internet.

The disclosure of ECHELON in the 1990s exposed a global signals intelligence
(SIGINT) network operated by the U.S., UK, Canada, Australia, and New Zealand
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(Five Eyes), while the Snowden leaks in 2013 uncovered further aspects of the
surveillance alliance. Significant data sharing also occurs between the U.S. and
European countries, often facilitated through organizations like NATO.

The 2022 interception of a British citizen’s Snapchat message about a potential
plane bombing, leading to the escorting of the plane by the Spanish air force,
demonstrates strong Western data and surveillance collaboration.  Multilateral
efforts are supplemented by national measures like France’s Intelligence Act and
the UK’s “Snooper’s Charter.”

Nonetheless, the U.S.-led internet faces mounting challenges as various blocs and
countries  impose  restrictions  and  tighten  control  over  their  networks.  The
Snowden leaks exposed the ability of the Five Eyes to circumvent their domestic
spy laws and even target high-profile officials like the German chancellor. Partly
in  response  to  the  leaks,  the  EU  introduced  the  General  Data  Protection
Regulation  (GDPR)  in  2018  to  limit  data  intrusion  by  foreign  states  and
corporations and improve regulations on data collection.

Countries more hostile to Washington are also asserting greater autonomy over
their data and communications networks, leading to more apparent cracks in the
global internet. The Russian government’s takeover of Russian social media site
VKontakte in 2014 and increasing pressure on Telegram and Yandex in recent
years have helped reinforce the Kremlin’s concept of a “sovereign internet.” The
Russian government has conducted several trial runs of disconnecting the country
from the global internet, while its efforts to centralize control and quell dissident
opinion have intensified since the launch of the war in Ukraine, including blocking
access to Western sites.

Moscow has also been re-establishing surveillance and data-sharing agreements
with Central Asian states since the Soviet collapse, using these arrangements to
target Russians who fled abroad after the invasion of Ukraine. China’s autonomy
from the U.S.-dominated internet infrastructure is more advanced, and in Central
Asia and other regions, Chinese companies vie with Russian counterparts for the
export of surveillance and data collection technologies.

Notably,  Western  companies  have  played  an  influential  role  in  assisting
authoritarian governments to enhance their communications control and reduce
dependence  on  U.S.-led  internet  infrastructure.  U.S.  corporations  like  Cisco
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helped build the “Great Firewall of China” and domestic surveillance capabilities,
while Palantir assisted the United Arab Emirates. Nokia meanwhile contributed to
Russia’s development of its System for Operative Investigative Activities (SORM),
which has also been replicated across Central Asia.

In response to concerns over decreasing privacy from government surveillance
and private sector data collection, various initiatives have emerged in the decades
since  the  internet  appeared.  These  range  from  underground  forums  to
marketplaces for illicit goods and servers, as well as blockchain technology, a
decentralized method of storing and sharing data through computers.  Search
engines  like  DuckDuckGo  position  themselves  as  untraceable,  while  virtual
private networks (VPNs) encrypt internet traffic to provide users with anonymity
and data security.  Tor,  a software that reroutes and encrypts internet traffic
through several to protect user identities, went public in 2002. A follow-up app,
Signal is internationally believed to be a viable encrypted and private messaging
platform.

Together, these components constitute what users are told is the Dark Web or
darknet, an obscured part of the internet that is perceived as a means to evade
government surveillance and control. But many of them have their roots in the
same surveillance world that their marketers claim to be opposed to. Meanwhile,
DuckDuckGo’s privacy has been questioned, VPNs can be compromised, and flaws
in Tor’s code are found regularly. Early U.S. government involvement and funding
in both Tor and Signal suggest they are less secure than promoted. Tor was
originally developed by the U.S. Naval Research Laboratory in the mid-1990s
before  it  went  public,  while  Signal  was  partly  funded  by  the  government-
sponsored Open Technology Fund (OTF), which has ties to the U.S. intelligence
community.

The appointment of Katherine Maher to the chairman of Signal’s board in 2023,
who previously worked for the National Democratic Institute and Foreign Affairs
Policy Board,  has also raised questions about  the app’s  security.  Other anti-
surveillance  projects  developed  partly  by  the  OTF,  including  Open  Whisper
Systems,  CryptoCat,  LEAP,  and GlobaLeaks,  have also  had their  authenticity
questioned.

Dark Web-affiliated systems are also used by states. Russian authorities began
cracking down on VPN services, Tor, and other services just before the war in

https://u36605228.ct.sendgrid.net/ls/click?upn=u001.irwnA1ZB8N-2BHNL3jUmYY-2BPMLaN9TKiEj96wYvpEGx1ake69Rx7-2FIAg7xeaZXnitq79qcrc2OIzbO-2FwycbxeNUprtFugaiDkVLuftw5FUMUdvY2UsxFReUnjpPdLSpOSiytTyZYXs-2BA2fDFM3yldSgEJPLEKe3SQbFDQmluTBUkYh87NhCZpYASKZCOuo2QU-2BGOWf_NTfd1z6-2FLsfsfrCw9ZfxeiYx-2BihpdECsklLSWlCcjpNIgQCPyZvj9-2B06hadgXc4woms-2F193gNYmE0KXSwE3G-2BOumwc99DtmUmW7kpDpz50arsEm26vktM5nc5cWRYuTOOvO-2BieYuN4PJhD3bi1KURQ0ww-2BbIrYIB8ViFJfhE3eUbfGrxyra-2FguGg4yX5hxfWltvD-2BqbPPVvevS4lRh4tBSBsgNyF4LZv09MymUM9h9WoLdkuGKms5nEZ2Sz7Er6Y85fFfvoBcf8vhvtPeXjS0ot9loAq7PF-2BeIdGsa5DVhXptnlRnqJSaqWpItRBJkvESgx-2F4GQ-2BPPCQgirXyGXmoWlb-2F6401rFYM3xolwN8V37w-2BmCHpz8auCo8h3xlKVDVC2oA1CM8PpXOxJYyQQWw-2FNUfg3xRnKHKkRqOlVQH4uF4vpymTtE5kj9v9VfLZTyXXoYEgZ5SNvsyabzdP9eymt7Nn9u0t2pFbENb2fi3NehEY20d6mlCo02K1hNIiU3Lu2pWxDYULVWrRg1xfPrqc2-2FVS-2FS1Dy2F5GDO8-2BY6wx7OOoAW2WJwWFZX9SH7NM3kLxD0RcxOTsDH7onP2yNNTtTJlpuGWycmkPHpnfHm8pJTqvJ5FMBGnBMYXaJa-2FoeqXFpaekSVZ4nitH0h-2Bngs6oZhsOzJWorH4-2FQAhmL2Tp-2F4KyRsZDzc6oQ8cvfomL11e5G5gVZC11yXXC9iZDA9-2FF8Kbs12AfpxGbjq10ppXRoCfDMOUBwqgOLikZpzuAJDmuDLXRLNFNHRvgQ5h-2BbR4gINoaeWdFLJe0fBIRgoGUNfn9YbyylepTGmDlDvx5dl9Mc9vvzP6CBjIyZiusYyCw-3D-3D
https://u36605228.ct.sendgrid.net/ls/click?upn=u001.irwnA1ZB8N-2BHNL3jUmYY-2BLrDw-2FFrryJxKU7kipEj2Na6a-2BD7j-2Bx1U6rhMwmUHMUz-iZd_NTfd1z6-2FLsfsfrCw9ZfxeiYx-2BihpdECsklLSWlCcjpNIgQCPyZvj9-2B06hadgXc4woms-2F193gNYmE0KXSwE3G-2BOumwc99DtmUmW7kpDpz50arsEm26vktM5nc5cWRYuTOOvO-2BieYuN4PJhD3bi1KURQ0ww-2BbIrYIB8ViFJfhE3eUbfGrxyra-2FguGg4yX5hxfWltvD-2BqbPPVvevS4lRh4tBSBsgNyF4LZv09MymUM9h9WoLdkuGKms5nEZ2Sz7Er6Y85fFfvoBcf8vhvtPeXjS0ot9loAq7PF-2BeIdGsa5DVhXptnlRnqJSaqWpItRBJkvESgx-2F4GQ-2BPPCQgirXyGXmoWlb-2F6401rFYM3xolwN8V37w-2BmCHpz8auCo8h3xlKVDVC2oA1CM8PpXOxJYyQQWw-2FNUfg3xRnKHKkRqOlVQH4uF4vpymTtE5kj9v9VfLZTyXXoYEgZ5SNvsyabzdP9eymt7Nn9u0t2pFbENb2fi3NehEY20d6mlCo02K1hNIiU3Lu2pWxDYULVWrRg1xfPrqc2-2FVS-2FS1Dy2F5GDO8-2BY6wx7OOoAW2WJwWFZX9SH7NM3kLxD0RcxOTsDH7onP2yNNTtTJlpuGWycmkPHpnfHm8pKpME-2BT24h1Q1JYma3uWhcQIlnShve43pX15-2Fy-2FPxkpjuipyl-2B2yDeee3sJ9ubwxELF43x3mEKRusA7TdsbqFcGhicKDnU0UPchZRnip0sBgN-2FC2i6QaOqm1dFebeiuuQSKDL1-2BZabtVWN4gEfP4uCibntG9DrZcq5iBM-2FLAvhBzIEZZC-2BSqxLBpNhLRRdrBGd2ipalLz3NT78XRsTBL5Wy1p3eWtN5tqTLLIzYmp4DGQ-3D-3D
https://u36605228.ct.sendgrid.net/ls/click?upn=u001.irwnA1ZB8N-2BHNL3jUmYY-2BJbVTA66o5KwjI3hOwC-2Fi3CuyfNC8hHqgxP7XXGZAg9yP5tdsHWGTh6-2BYWuv29UWvBlZUtNaw9-2F2SumlhaxuaHuhjmkLBzJzImBcsfOG00EOLyn2QCQjUjaKuCmQ-2FllSIFL4U-2BJu2Lffi2w-2BaEUkn4k-3D-ZTM_NTfd1z6-2FLsfsfrCw9ZfxeiYx-2BihpdECsklLSWlCcjpNIgQCPyZvj9-2B06hadgXc4woms-2F193gNYmE0KXSwE3G-2BOumwc99DtmUmW7kpDpz50arsEm26vktM5nc5cWRYuTOOvO-2BieYuN4PJhD3bi1KURQ0ww-2BbIrYIB8ViFJfhE3eUbfGrxyra-2FguGg4yX5hxfWltvD-2BqbPPVvevS4lRh4tBSBsgNyF4LZv09MymUM9h9WoLdkuGKms5nEZ2Sz7Er6Y85fFfvoBcf8vhvtPeXjS0ot9loAq7PF-2BeIdGsa5DVhXptnlRnqJSaqWpItRBJkvESgx-2F4GQ-2BPPCQgirXyGXmoWlb-2F6401rFYM3xolwN8V37w-2BmCHpz8auCo8h3xlKVDVC2oA1CM8PpXOxJYyQQWw-2FNUfg3xRnKHKkRqOlVQH4uF4vpymTtE5kj9v9VfLZTyXXoYEgZ5SNvsyabzdP9eymt7Nn9u0t2pFbENb2fi3NehEY20d6mlCo02K1hNIiU3Lu2pWxDYULVWrRg1xfPrqc2-2FVS-2FS1Dy2F5GDO8-2BY6wx7OOoAW2WJwWFZX9SH7NM3kLxD0RcxOTsDH7onP2yNNTtTJlpuGWycmkPHpnfHm8pJtyiuJ-2FndYSP171fLR9Wk1GCi9r-2FqL-2F19p1hIxXpZgNVJD7UJyDM0nv2PBPNllOznRjWD-2BynZwUNnR-2Bu5rGkWIKv6-2FgcYxmel53g514cI0JcdvOfpVo-2FxlGGPK8nOdslTNHbWxYCLRn9u8hAY-2Bg8wwDZE3pgxIj1flB6Fv4M-2F5yO4FENNjZfE6CHZTWfMO3Ow4ys6n0tNrdTxEIXFeWGjzvr7QLNRz48L03xb9qXSxvg-3D-3D
https://u36605228.ct.sendgrid.net/ls/click?upn=u001.irwnA1ZB8N-2BHNL3jUmYY-2BJbVTA66o5KwjI3hOwC-2Fi3CuyfNC8hHqgxP7XXGZAg9yP5tdsHWGTh6-2BYWuv29UWvBlZUtNaw9-2F2SumlhaxuaHuhjmkLBzJzImBcsfOG00EOLyn2QCQjUjaKuCmQ-2FllSIFL4U-2BJu2Lffi2w-2BaEUkn4k-3D-ZTM_NTfd1z6-2FLsfsfrCw9ZfxeiYx-2BihpdECsklLSWlCcjpNIgQCPyZvj9-2B06hadgXc4woms-2F193gNYmE0KXSwE3G-2BOumwc99DtmUmW7kpDpz50arsEm26vktM5nc5cWRYuTOOvO-2BieYuN4PJhD3bi1KURQ0ww-2BbIrYIB8ViFJfhE3eUbfGrxyra-2FguGg4yX5hxfWltvD-2BqbPPVvevS4lRh4tBSBsgNyF4LZv09MymUM9h9WoLdkuGKms5nEZ2Sz7Er6Y85fFfvoBcf8vhvtPeXjS0ot9loAq7PF-2BeIdGsa5DVhXptnlRnqJSaqWpItRBJkvESgx-2F4GQ-2BPPCQgirXyGXmoWlb-2F6401rFYM3xolwN8V37w-2BmCHpz8auCo8h3xlKVDVC2oA1CM8PpXOxJYyQQWw-2FNUfg3xRnKHKkRqOlVQH4uF4vpymTtE5kj9v9VfLZTyXXoYEgZ5SNvsyabzdP9eymt7Nn9u0t2pFbENb2fi3NehEY20d6mlCo02K1hNIiU3Lu2pWxDYULVWrRg1xfPrqc2-2FVS-2FS1Dy2F5GDO8-2BY6wx7OOoAW2WJwWFZX9SH7NM3kLxD0RcxOTsDH7onP2yNNTtTJlpuGWycmkPHpnfHm8pJtyiuJ-2FndYSP171fLR9Wk1GCi9r-2FqL-2F19p1hIxXpZgNVJD7UJyDM0nv2PBPNllOznRjWD-2BynZwUNnR-2Bu5rGkWIKv6-2FgcYxmel53g514cI0JcdvOfpVo-2FxlGGPK8nOdslTNHbWxYCLRn9u8hAY-2Bg8wwDZE3pgxIj1flB6Fv4M-2F5yO4FENNjZfE6CHZTWfMO3Ow4ys6n0tNrdTxEIXFeWGjzvr7QLNRz48L03xb9qXSxvg-3D-3D
https://u36605228.ct.sendgrid.net/ls/click?upn=u001.irwnA1ZB8N-2BHNL3jUmYY-2BCLfxaQbUMFxq37aEPe-2BszhTpYdVpbev-2BWGHNIvsTKW66vUSGlHWpe5WWSGdxYlEeT4qeDUczhsYTkjD-2BugS6DFcWXg0pBPT-2BtKWX6Wz3RSvs9yX_NTfd1z6-2FLsfsfrCw9ZfxeiYx-2BihpdECsklLSWlCcjpNIgQCPyZvj9-2B06hadgXc4woms-2F193gNYmE0KXSwE3G-2BOumwc99DtmUmW7kpDpz50arsEm26vktM5nc5cWRYuTOOvO-2BieYuN4PJhD3bi1KURQ0ww-2BbIrYIB8ViFJfhE3eUbfGrxyra-2FguGg4yX5hxfWltvD-2BqbPPVvevS4lRh4tBSBsgNyF4LZv09MymUM9h9WoLdkuGKms5nEZ2Sz7Er6Y85fFfvoBcf8vhvtPeXjS0ot9loAq7PF-2BeIdGsa5DVhXptnlRnqJSaqWpItRBJkvESgx-2F4GQ-2BPPCQgirXyGXmoWlb-2F6401rFYM3xolwN8V37w-2BmCHpz8auCo8h3xlKVDVC2oA1CM8PpXOxJYyQQWw-2FNUfg3xRnKHKkRqOlVQH4uF4vpymTtE5kj9v9VfLZTyXXoYEgZ5SNvsyabzdP9eymt7Nn9u0t2pFbENb2fi3NehEY20d6mlCo02K1hNIiU3Lu2pWxDYULVWrRg1xfPrqc2-2FVS-2FS1Dy2F5GDO8-2BY6wx7OOoAW2WJwWFZX9SH7NM3kLxD0RcxOTsDH7onP2yNNTtTJlpuGWycmkPHpnfHm8pL6jvUZfyZXKr738xTcSRZC2h4fOhSevmPvHp9pvCl-2Fi41Ze-2B8Z-2Fux5lLPo-2ByOEQLXuEjIC54rs76kT63OJ981MlDAPhmI9oZj3EVscWI1ULuOgQLBWEPpBhtGzMFrjA2Edn3FLuiNW3YLUUoWPPgHLqu-2FdNEp4f8RDQTyEccE6RsVaGWqjVfE4WRqQEaOqFNIuJC4endQT-2B7h5phMCer7XHfrRaWR1PZFRFkHo96jtkA-3D-3D
https://u36605228.ct.sendgrid.net/ls/click?upn=u001.irwnA1ZB8N-2BHNL3jUmYY-2BPCLLg47SlAF7XRgqe7dn1KXYBw3GpWfmVN5txA06lkGASa49jbQxWGHEu6fXNgFtGXQ8UBfjOzJadXytki2STU-3DBd91_NTfd1z6-2FLsfsfrCw9ZfxeiYx-2BihpdECsklLSWlCcjpNIgQCPyZvj9-2B06hadgXc4woms-2F193gNYmE0KXSwE3G-2BOumwc99DtmUmW7kpDpz50arsEm26vktM5nc5cWRYuTOOvO-2BieYuN4PJhD3bi1KURQ0ww-2BbIrYIB8ViFJfhE3eUbfGrxyra-2FguGg4yX5hxfWltvD-2BqbPPVvevS4lRh4tBSBsgNyF4LZv09MymUM9h9WoLdkuGKms5nEZ2Sz7Er6Y85fFfvoBcf8vhvtPeXjS0ot9loAq7PF-2BeIdGsa5DVhXptnlRnqJSaqWpItRBJkvESgx-2F4GQ-2BPPCQgirXyGXmoWlb-2F6401rFYM3xolwN8V37w-2BmCHpz8auCo8h3xlKVDVC2oA1CM8PpXOxJYyQQWw-2FNUfg3xRnKHKkRqOlVQH4uF4vpymTtE5kj9v9VfLZTyXXoYEgZ5SNvsyabzdP9eymt7Nn9u0t2pFbENb2fi3NehEY20d6mlCo02K1hNIiU3Lu2pWxDYULVWrRg1xfPrqc2-2FVS-2FS1Dy2F5GDO8-2BY6wx7OOoAW2WJwWFZX9SH7NM3kLxD0RcxOTsDH7onP2yNNTtTJlpuGWycmkPHpnfHm8pJ7QfEEiuoFPFn-2Bk0AWMI5TkJ9FmGO0SDbd29CPj0msG83NZaDFQYTuobSKFyUfK5j8KKEJXbDvo-2BHaALm1a-2BhjUL5WdENtEoiu-2FvVJWuZJvVDEHDYq5eRvsoeGp61KvdNoQM-2BB63JYo-2FrtxoD6VKv-2FcabuIAozmA12-2B5ow-2B6z15ZVe4e9WY7flxvcXtMWqJ9JejCVWswXJeGKQgnoL07crdCd2m1PKnzhAqoDl8xud9w-3D-3D
https://u36605228.ct.sendgrid.net/ls/click?upn=u001.irwnA1ZB8N-2BHNL3jUmYY-2BHVULQHDUW3hwFGyaZsAHfE4a-2FHVxeFdwlJayAI1yV-2FSpVXKN0nesvEVGVDDBq-2F6Uv6mpPlgAw0rccFBKQ8cCTQ-3DPG2o_NTfd1z6-2FLsfsfrCw9ZfxeiYx-2BihpdECsklLSWlCcjpNIgQCPyZvj9-2B06hadgXc4woms-2F193gNYmE0KXSwE3G-2BOumwc99DtmUmW7kpDpz50arsEm26vktM5nc5cWRYuTOOvO-2BieYuN4PJhD3bi1KURQ0ww-2BbIrYIB8ViFJfhE3eUbfGrxyra-2FguGg4yX5hxfWltvD-2BqbPPVvevS4lRh4tBSBsgNyF4LZv09MymUM9h9WoLdkuGKms5nEZ2Sz7Er6Y85fFfvoBcf8vhvtPeXjS0ot9loAq7PF-2BeIdGsa5DVhXptnlRnqJSaqWpItRBJkvESgx-2F4GQ-2BPPCQgirXyGXmoWlb-2F6401rFYM3xolwN8V37w-2BmCHpz8auCo8h3xlKVDVC2oA1CM8PpXOxJYyQQWw-2FNUfg3xRnKHKkRqOlVQH4uF4vpymTtE5kj9v9VfLZTyXXoYEgZ5SNvsyabzdP9eymt7Nn9u0t2pFbENb2fi3NehEY20d6mlCo02K1hNIiU3Lu2pWxDYULVWrRg1xfPrqc2-2FVS-2FS1Dy2F5GDO8-2BY6wx7OOoAW2WJwWFZX9SH7NM3kLxD0RcxOTsDH7onP2yNNTtTJlpuGWycmkPHpnfHm8pJH7E60egB-2F3qVAzLgQpX4Zxf3ICeRTnzuB7CGREC-2BK99j2nnT6WRjneIQiZvPjqFbEt5vRkdGaAjjV1BW7Nx8qsyAKj8-2BTu-2BlYp-2FbM7mII6O7BqjCGB45ThanOkDjHYviRjeNjeldUoiAg7oC4VKDAVd-2B20L-2Bdf-2BXfAeZJTqyHtnWbXiNrVXYFPEngpkLlFWAshZFEcdrfBnuM729HIDZl3YInLkWWq8GieBXs3Ao0GA-3D-3D
https://u36605228.ct.sendgrid.net/ls/click?upn=u001.irwnA1ZB8N-2BHNL3jUmYY-2BDX7HGj2n9aqt18RM8eYrNrSJFB8SfsWh2yqEV1gdcydTF8xdvn27h6mbQp-2FFA1s59Sf25TLzze-2Fbu7gCYoIJv8-3DLYTj_NTfd1z6-2FLsfsfrCw9ZfxeiYx-2BihpdECsklLSWlCcjpNIgQCPyZvj9-2B06hadgXc4woms-2F193gNYmE0KXSwE3G-2BOumwc99DtmUmW7kpDpz50arsEm26vktM5nc5cWRYuTOOvO-2BieYuN4PJhD3bi1KURQ0ww-2BbIrYIB8ViFJfhE3eUbfGrxyra-2FguGg4yX5hxfWltvD-2BqbPPVvevS4lRh4tBSBsgNyF4LZv09MymUM9h9WoLdkuGKms5nEZ2Sz7Er6Y85fFfvoBcf8vhvtPeXjS0ot9loAq7PF-2BeIdGsa5DVhXptnlRnqJSaqWpItRBJkvESgx-2F4GQ-2BPPCQgirXyGXmoWlb-2F6401rFYM3xolwN8V37w-2BmCHpz8auCo8h3xlKVDVC2oA1CM8PpXOxJYyQQWw-2FNUfg3xRnKHKkRqOlVQH4uF4vpymTtE5kj9v9VfLZTyXXoYEgZ5SNvsyabzdP9eymt7Nn9u0t2pFbENb2fi3NehEY20d6mlCo02K1hNIiU3Lu2pWxDYULVWrRg1xfPrqc2-2FVS-2FS1Dy2F5GDO8-2BY6wx7OOoAW2WJwWFZX9SH7NM3kLxD0RcxOTsDH7onP2yNNTtTJlpuGWycmkPHpnfHm8pI3JWj6tnhAoqX4ofABJaqo2oThFIq83kYduu5U-2BcdYP8R9-2B7S6FWgfJeYs8sXAje97-2FHOcnYXA-2BqOlDXuIz9g2QRpdWyrctV-2F0zIQbGdyVTRNppj8bXBZzQiKMs4l61O2oc8rreIc8BSj0H6G-2Frz3heATfkJfej6I2nok8p1j5ol08BUqDpmAVAqFobvF7JtuzwH-2BtwJhrZSHEJ5CJSFWJYG-2F6perVCO5fL-2B7aq5iIPQ-3D-3D
https://u36605228.ct.sendgrid.net/ls/click?upn=u001.irwnA1ZB8N-2BHNL3jUmYY-2BPdD7YuOriey0meky-2B8pn-2FeVLUZFTJc1Tta-2BNti1f9SsrMrCZDs3R-2BNm9Bzb7CyGUw-3D-3DYund_NTfd1z6-2FLsfsfrCw9ZfxeiYx-2BihpdECsklLSWlCcjpNIgQCPyZvj9-2B06hadgXc4woms-2F193gNYmE0KXSwE3G-2BOumwc99DtmUmW7kpDpz50arsEm26vktM5nc5cWRYuTOOvO-2BieYuN4PJhD3bi1KURQ0ww-2BbIrYIB8ViFJfhE3eUbfGrxyra-2FguGg4yX5hxfWltvD-2BqbPPVvevS4lRh4tBSBsgNyF4LZv09MymUM9h9WoLdkuGKms5nEZ2Sz7Er6Y85fFfvoBcf8vhvtPeXjS0ot9loAq7PF-2BeIdGsa5DVhXptnlRnqJSaqWpItRBJkvESgx-2F4GQ-2BPPCQgirXyGXmoWlb-2F6401rFYM3xolwN8V37w-2BmCHpz8auCo8h3xlKVDVC2oA1CM8PpXOxJYyQQWw-2FNUfg3xRnKHKkRqOlVQH4uF4vpymTtE5kj9v9VfLZTyXXoYEgZ5SNvsyabzdP9eymt7Nn9u0t2pFbENb2fi3NehEY20d6mlCo02K1hNIiU3Lu2pWxDYULVWrRg1xfPrqc2-2FVS-2FS1Dy2F5GDO8-2BY6wx7OOoAW2WJwWFZX9SH7NM3kLxD0RcxOTsDH7onP2yNNTtTJlpuGWycmkPHpnfHm8pL2Z7TsOaR5sQcu2c05AjhxZlFTmycaD-2FA-2FzrUfQPDnPlS51fAcFf-2FKKEFpWFY-2F59viQPmKlVfcklCNk6bApuvbSxkkkJgrJxEeSF-2BacMoJ2GX3PWkO9u6psWHxX5jzYsS79-2BWe2V-2BUIPTw2qIMx-2Bq709hGYWxdkUXPfBt8mkiXqilY7b34xD2nNh4hZ0HG0Vou-2FYazcITv6kzAzM62i4hHHngKAuUF9EqeUyErEIZyjg-3D-3D
https://u36605228.ct.sendgrid.net/ls/click?upn=u001.irwnA1ZB8N-2BHNL3jUmYY-2BHY3N667XtQoJmPNZt5lROAixoRIQUKnUegwQgmtmZTEKRgE_NTfd1z6-2FLsfsfrCw9ZfxeiYx-2BihpdECsklLSWlCcjpNIgQCPyZvj9-2B06hadgXc4woms-2F193gNYmE0KXSwE3G-2BOumwc99DtmUmW7kpDpz50arsEm26vktM5nc5cWRYuTOOvO-2BieYuN4PJhD3bi1KURQ0ww-2BbIrYIB8ViFJfhE3eUbfGrxyra-2FguGg4yX5hxfWltvD-2BqbPPVvevS4lRh4tBSBsgNyF4LZv09MymUM9h9WoLdkuGKms5nEZ2Sz7Er6Y85fFfvoBcf8vhvtPeXjS0ot9loAq7PF-2BeIdGsa5DVhXptnlRnqJSaqWpItRBJkvESgx-2F4GQ-2BPPCQgirXyGXmoWlb-2F6401rFYM3xolwN8V37w-2BmCHpz8auCo8h3xlKVDVC2oA1CM8PpXOxJYyQQWw-2FNUfg3xRnKHKkRqOlVQH4uF4vpymTtE5kj9v9VfLZTyXXoYEgZ5SNvsyabzdP9eymt7Nn9u0t2pFbENb2fi3NehEY20d6mlCo02K1hNIiU3Lu2pWxDYULVWrRg1xfPrqc2-2FVS-2FS1Dy2F5GDO8-2BY6wx7OOoAW2WJwWFZX9SH7NM3kLxD0RcxOTsDH7onP2yNNTtTJlpuGWycmkPHpnfHm8pIc7jBNZX7CJ9So1OPAy0iO5Mss0-2BhH7rvkTOnNetL3JIs7-2F8LPEUvYaUkuW7rcjVn7IDmS-2F04iIoqagcaPjjPTUSCBphxxqaAM5DtAFLMO6NExbPACb5Zd9R2xUs7WXt5igf-2FkmGvVM8HRIE5bGVGnERbE1UqTuqNOuEc0b-2BKDFuj0xJMCUE8kKUV57yd1PVPu8qFVy7RGBkqWtbxdqGj26pjdOHqnyf577HT7yIH92w-3D-3D
https://u36605228.ct.sendgrid.net/ls/click?upn=u001.irwnA1ZB8N-2BHNL3jUmYY-2BITAW1MfKRrdSbPHmF-2FMx-2FEwVY1VP0LSnhpDw7KWEXnOMLy8tfrGCKd07sKpdWOQ0nsjZVGDSqNfBnBL3OABEStV9Eu25u2N-2BSzlBk23-2Bl0kteUMpH7OkPqjIa-2FvyXysAA-3D-3DLpt6_NTfd1z6-2FLsfsfrCw9ZfxeiYx-2BihpdECsklLSWlCcjpNIgQCPyZvj9-2B06hadgXc4woms-2F193gNYmE0KXSwE3G-2BOumwc99DtmUmW7kpDpz50arsEm26vktM5nc5cWRYuTOOvO-2BieYuN4PJhD3bi1KURQ0ww-2BbIrYIB8ViFJfhE3eUbfGrxyra-2FguGg4yX5hxfWltvD-2BqbPPVvevS4lRh4tBSBsgNyF4LZv09MymUM9h9WoLdkuGKms5nEZ2Sz7Er6Y85fFfvoBcf8vhvtPeXjS0ot9loAq7PF-2BeIdGsa5DVhXptnlRnqJSaqWpItRBJkvESgx-2F4GQ-2BPPCQgirXyGXmoWlb-2F6401rFYM3xolwN8V37w-2BmCHpz8auCo8h3xlKVDVC2oA1CM8PpXOxJYyQQWw-2FNUfg3xRnKHKkRqOlVQH4uF4vpymTtE5kj9v9VfLZTyXXoYEgZ5SNvsyabzdP9eymt7Nn9u0t2pFbENb2fi3NehEY20d6mlCo02K1hNIiU3Lu2pWxDYULVWrRg1xfPrqc2-2FVS-2FS1Dy2F5GDO8-2BY6wx7OOoAW2WJwWFZX9SH7NM3kLxD0RcxOTsDH7onP2yNNTtTJlpuGWycmkPHpnfHm8pLLFq7y3zzPryZU-2BDeRWH18mo9JDJ7fXYWSyRRWgTzqbBZ8f1qHOHeSizqwh9081Bx1MnNEQMKEY2-2F-2FGc1Wfcega2HGDQNn4Duc0Jy37cbptuLZy5VNnO1MAVbXQ-2BGTjvgbcfuPGnXI6ddVpvYsxSaiAaoj2RC4LlMb6u6YpXlD4YMP3yb8ctO6XBMulumDjTIpwkXzNPDZ2uOhXrcib0OpzimHgLVH4uXEEt6bgm0KIA-3D-3D
https://u36605228.ct.sendgrid.net/ls/click?upn=u001.irwnA1ZB8N-2BHNL3jUmYY-2BPHUax52TWXvwqjKbIiWc-2F-2Brvu9IxfoFl-2BibHtDf-2B0WXqe5jwP9gjwlrASw9cQ1zZA-3D-3DHb9q_NTfd1z6-2FLsfsfrCw9ZfxeiYx-2BihpdECsklLSWlCcjpNIgQCPyZvj9-2B06hadgXc4woms-2F193gNYmE0KXSwE3G-2BOumwc99DtmUmW7kpDpz50arsEm26vktM5nc5cWRYuTOOvO-2BieYuN4PJhD3bi1KURQ0ww-2BbIrYIB8ViFJfhE3eUbfGrxyra-2FguGg4yX5hxfWltvD-2BqbPPVvevS4lRh4tBSBsgNyF4LZv09MymUM9h9WoLdkuGKms5nEZ2Sz7Er6Y85fFfvoBcf8vhvtPeXjS0ot9loAq7PF-2BeIdGsa5DVhXptnlRnqJSaqWpItRBJkvESgx-2F4GQ-2BPPCQgirXyGXmoWlb-2F6401rFYM3xolwN8V37w-2BmCHpz8auCo8h3xlKVDVC2oA1CM8PpXOxJYyQQWw-2FNUfg3xRnKHKkRqOlVQH4uF4vpymTtE5kj9v9VfLZTyXXoYEgZ5SNvsyabzdP9eymt7Nn9u0t2pFbENb2fi3NehEY20d6mlCo02K1hNIiU3Lu2pWxDYULVWrRg1xfPrqc2-2FVS-2FS1Dy2F5GDO8-2BY6wx7OOoAW2WJwWFZX9SH7NM3kLxD0RcxOTsDH7onP2yNNTtTJlpuGWycmkPHpnfHm8pKtW79gj9l3Wsf7GdiwR4i5kkk11Q8Xv7byVjgAIiv-2BwtSd318N85spQ-2BrtJFVwcvO0Ut4I4AIvF7yQBLn9n1dFZPmPDyYExac4WMQ8FVVadTUWalhNraqJr73an1xAJyRDWnb3A-2BCee4urdsklDo6mIbRyjXiocm2th66u7ZGEWuAM-2Bcdv-2BMJz6BAXpdFkFuJibNjPbiFzWT7kiEWCsJuuXZYVsNxGff5THioz2YsWSg-3D-3D
https://u36605228.ct.sendgrid.net/ls/click?upn=u001.irwnA1ZB8N-2BHNL3jUmYY-2BAHA6qxvfcKU38sWYezXuUsE6LleuZdKGGAnRUDeXvymE8sFDhn9XV633cyjXU1fJpUJW2-2Fr7Q58E6WNIXbpWqw-3DbrZ0_NTfd1z6-2FLsfsfrCw9ZfxeiYx-2BihpdECsklLSWlCcjpNIgQCPyZvj9-2B06hadgXc4woms-2F193gNYmE0KXSwE3G-2BOumwc99DtmUmW7kpDpz50arsEm26vktM5nc5cWRYuTOOvO-2BieYuN4PJhD3bi1KURQ0ww-2BbIrYIB8ViFJfhE3eUbfGrxyra-2FguGg4yX5hxfWltvD-2BqbPPVvevS4lRh4tBSBsgNyF4LZv09MymUM9h9WoLdkuGKms5nEZ2Sz7Er6Y85fFfvoBcf8vhvtPeXjS0ot9loAq7PF-2BeIdGsa5DVhXptnlRnqJSaqWpItRBJkvESgx-2F4GQ-2BPPCQgirXyGXmoWlb-2F6401rFYM3xolwN8V37w-2BmCHpz8auCo8h3xlKVDVC2oA1CM8PpXOxJYyQQWw-2FNUfg3xRnKHKkRqOlVQH4uF4vpymTtE5kj9v9VfLZTyXXoYEgZ5SNvsyabzdP9eymt7Nn9u0t2pFbENb2fi3NehEY20d6mlCo02K1hNIiU3Lu2pWxDYULVWrRg1xfPrqc2-2FVS-2FS1Dy2F5GDO8-2BY6wx7OOoAW2WJwWFZX9SH7NM3kLxD0RcxOTsDH7onP2yNNTtTJlpuGWycmkPHpnfHm8pLOzFSKNbxhhA8MZyCL1tcOTNgc0G64JXrRJ6sMoXEceoBe0FzOr6rtDZZrDjQ3iCxtnB9lEJDzqtmfzdkvY-2FkUlB0rre4qQ79jiTdpGv-2FPKu0Mxhi8uvscjsz1bjUxbAi3FGiL0r2InLwFDwZhlmIhd1NVOsDqoklG6fZnVE-2FVsD27ksHR-2BhERw7T66FtbycTgDeoHpqjlKrDy-2F-2Fvhj83xqPOQqBDK4PrK-2BSDxJ3QyFA-3D-3D
https://u36605228.ct.sendgrid.net/ls/click?upn=u001.irwnA1ZB8N-2BHNL3jUmYY-2BITAW1MfKRrdSbPHmF-2FMx-2FEV6-2FPBeo0UaFq0-2B5Y4XVXDa3HgCM03y60PSlO4u1H0Sg-3D-3Dvzlr_NTfd1z6-2FLsfsfrCw9ZfxeiYx-2BihpdECsklLSWlCcjpNIgQCPyZvj9-2B06hadgXc4woms-2F193gNYmE0KXSwE3G-2BOumwc99DtmUmW7kpDpz50arsEm26vktM5nc5cWRYuTOOvO-2BieYuN4PJhD3bi1KURQ0ww-2BbIrYIB8ViFJfhE3eUbfGrxyra-2FguGg4yX5hxfWltvD-2BqbPPVvevS4lRh4tBSBsgNyF4LZv09MymUM9h9WoLdkuGKms5nEZ2Sz7Er6Y85fFfvoBcf8vhvtPeXjS0ot9loAq7PF-2BeIdGsa5DVhXptnlRnqJSaqWpItRBJkvESgx-2F4GQ-2BPPCQgirXyGXmoWlb-2F6401rFYM3xolwN8V37w-2BmCHpz8auCo8h3xlKVDVC2oA1CM8PpXOxJYyQQWw-2FNUfg3xRnKHKkRqOlVQH4uF4vpymTtE5kj9v9VfLZTyXXoYEgZ5SNvsyabzdP9eymt7Nn9u0t2pFbENb2fi3NehEY20d6mlCo02K1hNIiU3Lu2pWxDYULVWrRg1xfPrqc2-2FVS-2FS1Dy2F5GDO8-2BY6wx7OOoAW2WJwWFZX9SH7NM3kLxD0RcxOTsDH7onP2yNNTtTJlpuGWycmkPHpnfHm8pLRgW4FZNmMqgDJFYTaq2vMhdQ9K7qMkRCHuB5AaNTjJY0q-2F71BnhFriSJ2dJu1VEFVSKFml9ESuy-2BHm10agWKfdsFG7llO8Rl6yZitcKLWK4owz-2FNJoT-2FrKLTMZsNd-2BkJsWDEaws7Z8dsL8Uq4-2FPTv0pF3b68kLyZomVBgipn-2Fk7-2FF8GLfzSRix5epNcvAWHyPEK65QdUTsPvxsdxKlAzG-2FLI87zX6-2B2fP9Fwc64Fv1g-3D-3D
https://u36605228.ct.sendgrid.net/ls/click?upn=u001.irwnA1ZB8N-2BHNL3jUmYY-2BLr0OwlF4wyz544ni1QN6XmHsJuIlewX4-2Bx8ZMuV047w-2BLtD2KLNfqBYa7MbF6nBBTUOCIo0BTmgtFGK-2F-2Fz88o4-3Db39d_NTfd1z6-2FLsfsfrCw9ZfxeiYx-2BihpdECsklLSWlCcjpNIgQCPyZvj9-2B06hadgXc4woms-2F193gNYmE0KXSwE3G-2BOumwc99DtmUmW7kpDpz50arsEm26vktM5nc5cWRYuTOOvO-2BieYuN4PJhD3bi1KURQ0ww-2BbIrYIB8ViFJfhE3eUbfGrxyra-2FguGg4yX5hxfWltvD-2BqbPPVvevS4lRh4tBSBsgNyF4LZv09MymUM9h9WoLdkuGKms5nEZ2Sz7Er6Y85fFfvoBcf8vhvtPeXjS0ot9loAq7PF-2BeIdGsa5DVhXptnlRnqJSaqWpItRBJkvESgx-2F4GQ-2BPPCQgirXyGXmoWlb-2F6401rFYM3xolwN8V37w-2BmCHpz8auCo8h3xlKVDVC2oA1CM8PpXOxJYyQQWw-2FNUfg3xRnKHKkRqOlVQH4uF4vpymTtE5kj9v9VfLZTyXXoYEgZ5SNvsyabzdP9eymt7Nn9u0t2pFbENb2fi3NehEY20d6mlCo02K1hNIiU3Lu2pWxDYULVWrRg1xfPrqc2-2FVS-2FS1Dy2F5GDO8-2BY6wx7OOoAW2WJwWFZX9SH7NM3kLxD0RcxOTsDH7onP2yNNTtTJlpuGWycmkPHpnfHm8pKkld4OHL2EEfHsZ5LcxC-2F3komAdVu6pLkHhij-2F5H-2BqhpaXq7ov7ZCkSaO97TqxJq33XkvTgHGsmVLHY693nLcGEZepfbyalUVF9bVipyPAHpZLOxrLI-2B8wl1-2BwLfcWC62dTI74NDnLyS1yrG99JMdO0kVA3fsIRMZd1fwZNsLDA0ghRzSVbxOdjkIuUINW-2BZj6HbGKyfCwk-2BEygjo29WytzK-2FNWGBKpZPV-2B93-2BHf4TqA-3D-3D
https://u36605228.ct.sendgrid.net/ls/click?upn=u001.irwnA1ZB8N-2BHNL3jUmYY-2BN4Zko5tuyxKMQcII-2F-2FmE85YsF5tZkEdrPliiRG0AwvsJIuCZKECaJ2EOIkaqPBTuMuFsuL6CC5nOKLClu1goEs-3DB1ZE_NTfd1z6-2FLsfsfrCw9ZfxeiYx-2BihpdECsklLSWlCcjpNIgQCPyZvj9-2B06hadgXc4woms-2F193gNYmE0KXSwE3G-2BOumwc99DtmUmW7kpDpz50arsEm26vktM5nc5cWRYuTOOvO-2BieYuN4PJhD3bi1KURQ0ww-2BbIrYIB8ViFJfhE3eUbfGrxyra-2FguGg4yX5hxfWltvD-2BqbPPVvevS4lRh4tBSBsgNyF4LZv09MymUM9h9WoLdkuGKms5nEZ2Sz7Er6Y85fFfvoBcf8vhvtPeXjS0ot9loAq7PF-2BeIdGsa5DVhXptnlRnqJSaqWpItRBJkvESgx-2F4GQ-2BPPCQgirXyGXmoWlb-2F6401rFYM3xolwN8V37w-2BmCHpz8auCo8h3xlKVDVC2oA1CM8PpXOxJYyQQWw-2FNUfg3xRnKHKkRqOlVQH4uF4vpymTtE5kj9v9VfLZTyXXoYEgZ5SNvsyabzdP9eymt7Nn9u0t2pFbENb2fi3NehEY20d6mlCo02K1hNIiU3Lu2pWxDYULVWrRg1xfPrqc2-2FVS-2FS1Dy2F5GDO8-2BY6wx7OOoAW2WJwWFZX9SH7NM3kLxD0RcxOTsDH7onP2yNNTtTJlpuGWycmkPHpnfHm8pJuItz1yN31y3chtMHZ6xnuclSgcVDyDbmXNeTARBYND45cKSmi-2BT8qemp-2FP-2F9rhpfR08v9re-2F0-2B-2Fl6fvi7oxLe-2B3-2FiVYIu3Z1Dmb2Q15GBaHyQSLRhhTcPqbQQYyn1x2ZJlM3ApLkuGAJOwfxgFc-2Ft-2Fl2RhtUR-2FZzMmAj2FPugrnHjMmiPjQ-2Bas5U5r3FpMAvFaCzgYF640JoufYRYmuawa4d-2BbAt4dZEbQXJvHt1oxQ-3D-3D
https://u36605228.ct.sendgrid.net/ls/click?upn=u001.irwnA1ZB8N-2BHNL3jUmYY-2BDbPrGNdBEOU67Jww5laClWjebULsyecQoy-2BHc4qj-2FYh-2FNv-2FdZXq6cHm93u266zA02JqKhdo-2BzWlTFsZ0LnEFKg-3DBeDB_NTfd1z6-2FLsfsfrCw9ZfxeiYx-2BihpdECsklLSWlCcjpNIgQCPyZvj9-2B06hadgXc4woms-2F193gNYmE0KXSwE3G-2BOumwc99DtmUmW7kpDpz50arsEm26vktM5nc5cWRYuTOOvO-2BieYuN4PJhD3bi1KURQ0ww-2BbIrYIB8ViFJfhE3eUbfGrxyra-2FguGg4yX5hxfWltvD-2BqbPPVvevS4lRh4tBSBsgNyF4LZv09MymUM9h9WoLdkuGKms5nEZ2Sz7Er6Y85fFfvoBcf8vhvtPeXjS0ot9loAq7PF-2BeIdGsa5DVhXptnlRnqJSaqWpItRBJkvESgx-2F4GQ-2BPPCQgirXyGXmoWlb-2F6401rFYM3xolwN8V37w-2BmCHpz8auCo8h3xlKVDVC2oA1CM8PpXOxJYyQQWw-2FNUfg3xRnKHKkRqOlVQH4uF4vpymTtE5kj9v9VfLZTyXXoYEgZ5SNvsyabzdP9eymt7Nn9u0t2pFbENb2fi3NehEY20d6mlCo02K1hNIiU3Lu2pWxDYULVWrRg1xfPrqc2-2FVS-2FS1Dy2F5GDO8-2BY6wx7OOoAW2WJwWFZX9SH7NM3kLxD0RcxOTsDH7onP2yNNTtTJlpuGWycmkPHpnfHm8pJvHV2vB8EgG3MZLwpHOsjSD-2BmUdsLPX6KW3BISTu2skZrbyViVBAaCzd1U8BAetMJ0OmFmfwR-2BfgC3felvPx6YFSXd1UPgEXdrqBkpbf66-2BcpTXqmUSl1lhHjI68nHaX9gIs1cKUixlXrkjYhuDgcGLnG0XYMShxqMHplIbc2jbzjJzBs6qTxlOr25NYokYkHCx-2B3lEJwj4HKP634Htid2dwaE-2FF0onx5Vr-2BTUgyOSJw-3D-3D
https://u36605228.ct.sendgrid.net/ls/click?upn=u001.irwnA1ZB8N-2BHNL3jUmYY-2BF-2BRpLHMWBAXzpL-2F5TtLUTEPWX1GW3O1o1rtkJ57fXbN80iSwqJ3rxLe70rJCLLqhu74vL1X3rxPVqoGYBgJl9U-3DxCXJ_NTfd1z6-2FLsfsfrCw9ZfxeiYx-2BihpdECsklLSWlCcjpNIgQCPyZvj9-2B06hadgXc4woms-2F193gNYmE0KXSwE3G-2BOumwc99DtmUmW7kpDpz50arsEm26vktM5nc5cWRYuTOOvO-2BieYuN4PJhD3bi1KURQ0ww-2BbIrYIB8ViFJfhE3eUbfGrxyra-2FguGg4yX5hxfWltvD-2BqbPPVvevS4lRh4tBSBsgNyF4LZv09MymUM9h9WoLdkuGKms5nEZ2Sz7Er6Y85fFfvoBcf8vhvtPeXjS0ot9loAq7PF-2BeIdGsa5DVhXptnlRnqJSaqWpItRBJkvESgx-2F4GQ-2BPPCQgirXyGXmoWlb-2F6401rFYM3xolwN8V37w-2BmCHpz8auCo8h3xlKVDVC2oA1CM8PpXOxJYyQQWw-2FNUfg3xRnKHKkRqOlVQH4uF4vpymTtE5kj9v9VfLZTyXXoYEgZ5SNvsyabzdP9eymt7Nn9u0t2pFbENb2fi3NehEY20d6mlCo02K1hNIiU3Lu2pWxDYULVWrRg1xfPrqc2-2FVS-2FS1Dy2F5GDO8-2BY6wx7OOoAW2WJwWFZX9SH7NM3kLxD0RcxOTsDH7onP2yNNTtTJlpuGWycmkPHpnfHm8pLDNq0cYvpehLye6GoxquCM8fu-2FMNWjtTrCgYoUJRPnbi6bxDG4x8nBJie2JbGNAxe0czuawFOPCzVri9Lg4joq1K5Q-2Fza-2FnuIm5zZLGoIZd8F2B1-2FgUe0awM4ok8gNU5jHUxtgu9ZIIT10z4ChJuoX77FmzJrJFNUlEs0-2FCAY2zzN945ePVwzquOaFOcEL3ZB-2Blm6Gc1SaD2hV92M8XTgk7ZAlINE4SorhhqSqY6dqBQ-3D-3D
https://u36605228.ct.sendgrid.net/ls/click?upn=u001.irwnA1ZB8N-2BHNL3jUmYY-2BF-2BRpLHMWBAXzpL-2F5TtLUTEPWX1GW3O1o1rtkJ57fXbN80iSwqJ3rxLe70rJCLLqhu74vL1X3rxPVqoGYBgJl9U-3DxCXJ_NTfd1z6-2FLsfsfrCw9ZfxeiYx-2BihpdECsklLSWlCcjpNIgQCPyZvj9-2B06hadgXc4woms-2F193gNYmE0KXSwE3G-2BOumwc99DtmUmW7kpDpz50arsEm26vktM5nc5cWRYuTOOvO-2BieYuN4PJhD3bi1KURQ0ww-2BbIrYIB8ViFJfhE3eUbfGrxyra-2FguGg4yX5hxfWltvD-2BqbPPVvevS4lRh4tBSBsgNyF4LZv09MymUM9h9WoLdkuGKms5nEZ2Sz7Er6Y85fFfvoBcf8vhvtPeXjS0ot9loAq7PF-2BeIdGsa5DVhXptnlRnqJSaqWpItRBJkvESgx-2F4GQ-2BPPCQgirXyGXmoWlb-2F6401rFYM3xolwN8V37w-2BmCHpz8auCo8h3xlKVDVC2oA1CM8PpXOxJYyQQWw-2FNUfg3xRnKHKkRqOlVQH4uF4vpymTtE5kj9v9VfLZTyXXoYEgZ5SNvsyabzdP9eymt7Nn9u0t2pFbENb2fi3NehEY20d6mlCo02K1hNIiU3Lu2pWxDYULVWrRg1xfPrqc2-2FVS-2FS1Dy2F5GDO8-2BY6wx7OOoAW2WJwWFZX9SH7NM3kLxD0RcxOTsDH7onP2yNNTtTJlpuGWycmkPHpnfHm8pLDNq0cYvpehLye6GoxquCM8fu-2FMNWjtTrCgYoUJRPnbi6bxDG4x8nBJie2JbGNAxe0czuawFOPCzVri9Lg4joq1K5Q-2Fza-2FnuIm5zZLGoIZd8F2B1-2FgUe0awM4ok8gNU5jHUxtgu9ZIIT10z4ChJuoX77FmzJrJFNUlEs0-2FCAY2zzN945ePVwzquOaFOcEL3ZB-2Blm6Gc1SaD2hV92M8XTgk7ZAlINE4SorhhqSqY6dqBQ-3D-3D


Ukraine, but a year later, they cautiously permitted the expansion of these closely
monitored channels to circumvent sanctions. The Iranian government also has a
long history of using the dark web to more effectively evade U.S. oversight, while
also striving to prevent its citizens from using it to undermine state authority.
Even the CIA has developed its own Tor website for communication.

To avoid the dilemma of choosing between a government-monitored internet in
collaboration with Big Tech and a lawless Dark Web of dubious anonymity, a
middle ground termed Web 3.0 has emerged. Characterized by buzzwords like
decentralization  and  blockchain  technology,  its  proponents  seek  a  more
community-driven and peer-to-peer internet landscape with less surveillance and
control by the current arbiters of the internet.

However,  without  true  anonymity,  these  transparency  efforts  will  make
surveillance  easier.  Governments  not  only  develop  national  and  international
communication systems but also support private initiatives and those developed
by  Academia  to  maintain  control  over  all  potential  communications  systems,
including  Web  3.0.  If  certain  systems  emerge  that  threaten  government
surveillance  measures,  they  are  either  shut  down,  like  the  Silk  Road,  or
compromised by various methods including operatives in both U.S. and foreign
companies. Instead, Web 3.0 may be more useful in preserving the more open and
connected aspect of the internet, though it will still be widely monitored.

Computer hardware and operating systems enable these apps to function inside
devices that permit an overlay of surveillance on user activity, no matter the
alleged privacy capabilities promised to users.  The U.S.,  Australia,  and other
countries’ efforts to ban Chinese-made Huawei devices highlight the ease of data
collection  and  surveillance  through  such  technologies,  revealing  similar
capabilities in U.S.-made devices, despite the alleged security provided by privacy
apps and other measures. The escalating rivalry between the U.S. and China in
developing massive new undersea internet cables shows the intensifying efforts of
rival blocs to secure their own communications and surveil others.

Without the ability to create an alternative system not dominated by governments
and Big Tech, stronger public oversight over their surveillance and data collection
methods is essential for personal privacy. The 34 Senators who voted against
FISA’s  reauthorization  in  April  demonstrated  bipartisan  support  exists  for
reducing the government’s surveillance and data collection powers, while 15 U.S.
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states have so far adopted stronger data privacy laws for consumers in recent
years.

Creating  a  clear  and  enforceable  punishment  system  for  both  government
agencies and private companies for data and surveillance abuse will be essential
for  any  attempt  to  establish  greater  privacy  safeguards.  Increasing  public
awareness of the overt surveillance capabilities of devices and apps, even amidst
the massive growth of the privacy protection industry, is a quick way to advance
this cause.
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